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mlnsufﬁcient Logging HAEEELHNFE  ROBUENESSHLIBINE  ERREE—SKE

& Monitoring REAMEBOES2MFNE  BREBB_AXL L  ERESIEES
QB AR Eg AENSREARE  MERNENINE  EROHFRBEBNINELERGE
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2. CMSIRItER1EH A F i
3. TSHABESIEMITHRLE 2. RILFEAARSBEASEZEEESAEF
4. WEEBEAESEERE R E AR
5. IB2ERERNTOLEE 3. ERERABEMFINGEHEREELTE
6. REHHRERREME 4. EREHRMIERobots IXtREARTE
5. ZERERPERadminERELE
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6. R EEOdaymiEE H BELXZASE
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SEiRmEEAITLA:

BEhk joomscan Drupwn wpscan
SSLim B A2SV-Auto Scanning to SSL Vulnerability
https://github.com/hahwul/a2sv
Port scan Nmap
https://nmap.org/
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Joomla!
Joomscan

o #t¥tJoomlaF&ETE REH A
B 7t

* https://github.com/rezasp/joomscan
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CMSizAl LB

Joomla! scan online
RBHE FIFERT - DRIBNSES)Joomlal 2G#EZ 2

=10
o R EREFEIER - DRSS L TR

TRES:
- BEF BRI ENERB IS =B N R
o EREHEEABETSEANE

18R 48 Dy

« https://hackertarget.com/joomla-security-scan/
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Drupal scan BZ¥&

Drupwn
 #¥Drupal Fa#TE REAGR
E 7L

* https://github.com/immunIT/drupwn

root@ebe41a39613a:~/Drupwri# python3 drupwn

CMS¢/~/\/ J :E‘

Drupal scan online

=10
o 43 FREFENER  DIBESEHLTRE
TRES:

- BRFaE8RBNAERA aBe R s =D BUPEr MR
TEJEH%ij R JL*EH_'AK?&/L,\
*AAI Jn-”ﬂE

* https://hackertarget.com/drupal-security-scan/
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WordPress scan online
R EimiEARTs - DIAIBNIG &R WordPress 2 AL 2
=E
o R DIRMARRRAIARED - IS S8 LR
TR
- BRFaERIENERBOEER S = BN MR
- EHEHIRABRETEARE
ta B 48 Dh:
* https://wpscans.com/
* https://hackertarget.com/wordpress-security-scan/
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WordPress scan BE¥&

B 481l:

 https://wpscan.org/
 https://github.com/wpscanteam/wpscan
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HXE R TR

H91k fmiEIR BB (Acunetix Vulnerability Scanner)

- ZIWA TESAZBRARIIKERCVESSMEINET - XiE
AR AL FR RV E TSR IR L F B PRS- WA D EE R
BE—TERKE -

o RFISELIFME(Nessus)
« BN ZMAER TE - oSt EEREIARAETER - BN
AR EMRRESRABEARNELZEEETG - WEDBLE
S
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ROBOTS. TXTEASECURITY.TXT

robots.txt
« SHESS|IZNLEHFESOAHRIERN R ZMEZS AR -
- BREZMARA LBZEN HEESURE 8 F A
security.txt
- ERERERT BEERINFEER - FERPUBFZABILB & AN —
(=Pl
« 21t https://securitytxt.org/
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B R 2KR : https://www.freepik.com/free-vector/hipster-character-
pack_1536714.htm?utm_campaign=flaticon&utm_medium=banner
ERRIR : http://startuplatte.com/2017/07/13/understanding-customer-behavior/
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for-smes-on-the-security-of-personal-data-processing
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EITRINNIZ #)ZE Ransomware

* WannaCry
* DiskDoctor
* CryptoLocker

* TorrentLocker
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I : SonarQube

OWASP

* Open Web Application Security Project
FUABERAEIZEZER
OWASP 2—EHEIkiEHE 4 BERF L KBS ERSFERAM -
FEEHHIBHELZT RARESZIEMAAR -

* OWASP Top 10 Project




OWASP Top 10 2017

EABE

(Injection)

BUNS 5 E

(Broken Authentication)
BERERIIME

(Sensitive Data Exposure)
XML ShEbE B S i I
(XML External Entity, XEE)
BUNEFIEZEE

(Broken Access Control)

OWASP Top 10 2017

FZEZHVHERBETE

(Security Misconfiguration)

5 4E D ) A T 28

(Cross=Site Scripting, XSS)
A= FIETRE
(Insecure Deserialization)
EREARENTH

(Using Components with Known
Vulnerabilities)

RoEREAEE XA E B bR
(Insufficient Logging and Monitoring)
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« WAF (Web Application Firewall) 245 fE B2 L RIPHE

* Injection (SQL Injection)

* XSS
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