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Critical Vulnerabilities in Android
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2011 013 2014 2015 2016 201 }J‘/\20185'§|5 %Iﬁ*ﬁifﬁi%m
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AR B B {E2 = i 59 BAEL
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1129%.

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

B Critical vulnerabilities (>=7)
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The Hacker News e
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The Hacker News
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ZUSO Generation

The best defense is offense.

an{a]ififEAPIEE BhB% F R EX TR AP =
APIRIEE AR
Leo Ho

service@zuso.ai

2014 HITCON RERZEFE Speaker
2015 SITCON EBSEZ1E = Speaker
2017 OWASP Taiwan Speaker

2018 OWASP BiEEREIES

i =g Th
ZUSO Generation SREHES

The best defense is offense. .
MERETFE

Leo Ho Certificated Ethical Hacker

z0@zuso.qi Computer Hacking Forensic Investigator

ISO 27001 / 1SO 20000 / BS 10012
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API

Application Programming Interface




APl £ EEFESR

1990s->2000s 2000s->2010s
WebHihE2 B F 75 Eim - A ATERE IOTEAFTAEFRE

WebServices RESTful SensorThings
JSON

The best defense is offense.

Al: B B AN ER a1l Broken Object Level Authorization

A5, SEXIENRIZEE Broken Function Level Authorization

OWASP APl Top 10

AS. NRAIEEARE Improper Assets Management

ZUSO Generation
The best defense is offense.
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JWT?

Json Web Token




JWT (Json Web Token)

o FIXIEZE RFC 7519
BB ETEREEHEFNTEMY
o 2

* SizeJEE/)\ » AIIFEPOSTZE! - HTTP Header N {E i

/1T
* Payload FIE ZEREEH - TR HENEEH

23] =3%
o msl’..J\nE

cB—FA » BEB ZEARIDomains{EH

ZUSO Generation
The best defense is offense.

Encoded Decoded

HEADER
eyJhbGeci0iJIUZIINLiISINRS5cCI6GIkpXVCID ., ey
zdWI10iIxMJMONTY30DkwliwibmFtZSI61kpvaG4
gRGI1IiwiYWRtaW41i0nRydWVI  kpF5CtBkPYC3c

PAYLOAD:

VERIFY SIGNATURE

38



HEADER:

"HS256",
"JIWT"

PAYLOAD:

"sub": "1234567890",
"name"”: "Matt",
"admin": true,

"pwd" : "54987'

VERIFY SIGNATURE

| Raw | Headers | Hex | WTML | Render |
WeTe LT 00 OX

Valid JT: Jwt\Tokes Sbject
: (Reader St \Tokeniprivata) *> St\Nesder O8ject
(40t 2n \Neadar | privare] *> Arvey
! (\yp] => ow%
[alg] = sone
)
(paylosd | VA \Token privete] => Jwt\Payload Object
y (datar v \Payioad iprivata] => Arrey
{

[nana] => mart
il <> 34997

ZUSO Generation
The best defense is offense.
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o REMBE(EAEFTE®A

° 15 5 75 AR B R B R E R AIRE

o EHRINITIZEAIE - BIZAPIRMR
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Email

service@zuso.ai

Facebook

https://FB.com/ZUSOGeneration/

Website

https://zuso.ai/

ZUSO Generation
The best defense is offense.
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¢"“cloudmax

Cloudmax Inc.

AN Tl

NEBE  EEEMKRHAERZAE (Cloudmax Inc.)
BINZRSR : 1999 F 11 R
RIBFRE :
#9151 Domain registration
FHARFS Hosting
B IRFE Hosting Management
= ZEHH Email
ZAI/R7E SSL Certificate
EilZ % Security
AL 2 E BT Website and Marketing
IBM - #{#% + Google EEm AR

_______
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Discovery of European subi'dlary being subject of fraud
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-Original Message

From: Mir net)
Sent: Wednesday, August 21, 2019 10:26 AM

To: sales

subject: ¢ cen et ] 3R
BRHES
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SURCTEF N DS R MOV R PO R e

BRSNS TRES RN E GNP SEETE IR «
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<hetp:/1cctwhibox, hetemd nat/mihibon/scrwed)/Ohibox webmail htmi ?mdemail=saies @ jeghan.com. tw>
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MBI BB EYE - HAETRANMISENTS N - |
METRZE WAL -

80.412

Dear Sir/Madam,

About the “1234". We are the department of Asian Domain
Registration Service in China. Here | have something to confirm
with you. We formally received an application on March 9th, 2015
that a company claimed "CraTeny Company" were applying to
register " 1234 " as their Net Brand and some " 1234 " Asian
countries top-level domain names through our firm.

Now we are handling this registration, and after our initial checking,
we found the name were similar to your company's, so we need to
check with you whether your company has authorized that
company to register these names. If you authorized this, we would
finish the registration at once. If you did not authorize, please let us
know within 7 workdays, so that we could handle this issue better.

@i - AREAE EROEMERI A AF

appropnate person Thanks a lot.)
Best Regards,

Matt Fung
Senior Adviser Manager
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Any Question ?
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Thank you !
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